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Finding malicious URLs is hard!

Wepawet

Over 120 thousand URLs analyzed per day by the
oracle.

Available online: http://wepawet.cs.ucsb.edu

The problem
0, 138% of the URLs reached with a random crawl are
malicious

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Our goal
Finding malicious URLs efficiently
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What can a malicious URL tell us?
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Gadgets
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Links gadget
Designed to locate malware hubs

Example query: link:http://malicious-url.com
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Content Dorks gadget

Creates signatures from the content of landing pages.
Two methods:

n-gram extraction

term-extraction (e.g., cnn.com yields: Eurozone
recession, gay wedding, Facebook attack, graphic
content)

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Content Dorks gadget

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Content Dorks gadget

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Content Dorks gadget

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Content Dorks gadget

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



Content Dorks gadget

L. Invernizzi, S. Benvenuti, M. Cova, P. Milani Comparetti, C. Kruegel, G. Vigna EvilSeed: http://bit.ly/evilseed



SEO gadget
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SEO gadget

Expansion strategies:

Find pages with similar content as Google sees it
(e.g., query for title:"free iphones")

Find pages hosted on the same domain (e.g., query
for site:seo.com)

Follow links
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Domain Registrations gadget

We know that:

http://a.com/exploit is malicious.

a.com has been registered moments before b.com

We suspect that:

http://b.com/exploit is also malicious
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DNS Queries gadget
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Evaluation metrics

Toxicity =
URLs classified as malicious

URLs submitted to the Oracle

Seed Expansion =
malicious URLs found by EvilSeed

seed size
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Online evaluation: URLs

Source Seed Analyzed Malicious Toxicity Expansion

Crawler w/ Prefilter 437,251 604 0.14%

EvilSeed
Links 604 71,272 1,097 1.53% 1.81
SEO 604 312 16 5.12% 0.02
Keywords 604 13,896 477 3.43% 0.78
Ngrams 604 140,660 1,446 1.02% 2.39

Total 226,140 3,036 1.34% 5.02

Web Search
Random Strings 24,137 68 0.28%
Random Dictionary 27,242 107 0.39%
Trending Topics 8,051 27 0.33%
Manual Dorks 4,506 17 0.37%
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Online evaluation: domains

Source Seed Analyzed Malicious Toxicity Expansion

Crawler w/ Prefilter 53,445 98 0.18%

EvilSeed
Links 98 7,664 107 1.39% 1.09
SEO 98 7 5 71.42% 0.07
Keywords 98 3,245 119 3.66% 1.22
Ngrams 98 33,510 263 0.78% 2.68

Total 44,426 494 1.12% 5.04

Web Search
Random Strings 4,227 16 0.37%
Random Dictionary 9,285 35 0.37%
Trending Topics 1,768 8 0.45%
Manual Dorks 3,032 13 0.42%
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DNS evaluation

Data:

377,472,280 DNS resolutions

115 malicious seeds

Resulting in 3.5% toxicity, 1.48 seed expansion
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Conclusions

Finding malicious urls is important to protect the
users

, but it’s

It’s critical to generate feeds with
(⇒ high efficiency)

We designed EvilSeed, a guided search approach
that is

But crawling is needed nontheless, to generate the
evil seed
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Thanks!

http://bit.ly/evilseed

invernizzi@cs.ucsb.edu
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SEO evaluation

URLs

Cloaking Seeds 248
Visited 1,219,090
Analyzed 12,063
Malicious 11,384
Toxicity 94.37% (Crawler’s: 0.14%)
Malicious
Visited 0.93%

Expansion 45.90
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